Configuracao dos certificados do
Cartao de Cidadao no Firefox
(Versao 3.5.X)



1. No Firefox, ir a Tools (Ferramentas)-> Options(Opg¢oes)
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Start Private Browsing Ctrl+Shift+P
Clear Recent History... Ctrl+5Shift+Delete

Options...

2. Carregar em Advanced(Avangado), seleccionar Encryption(Cifra) e carregar em Security

Devices(Dispositivos de Seguranca)
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Main  Tabs  Content Applications Privacy Security = Advanced

General [ Network| Update | Encrypion |

Protocols
[ Use55L30 @] Use TLS10
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When 2 server requests my personal certificate:

) Select one automatically @ Ask me every time
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3. Carregar em Load(Carregar)

1@ Device Manager [E=EE e
Security Modules and Devices Details Value Logln
4NSS Internal PKCS #11 Module Status Ready Log Out
Generic Crypto Services Description PSM Private Keys =
Manufacturer Mozillz.org
4Builtin Roots Module HW Version 312 r =
Builtin Object Token FW Version 00 »
Label Software Security Device Unlosd
Manufacturer Mozills.org
Serial Number [ EnableEps
HW Version 00
FW Version 00

4. Renomear Module Name(Nome do Modulo) para “SmartCard”. Carregar em
Browse(Procurar) e procurar “pteidpkcs11.dll” que se encontra na pasta
“c:\windows\system32”. Carregar em OK.

@ Load PKCS#11 Device = %

Enter the infermation for the module you want to add.

Module Mame:  SmartCard

Module filename: 4 System32\pteidpkesl1.dll
)




Aparecera um novo campo com o nome “SmartCard”
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CARTAQ DE CIDADAO
Virtual slot

Wirtual slot

Virtual slot

Virtual slot

Virtual slot

Virtual slot

Virtual slot

Unload

Enable FIPS

5. Para verificar, ir novamente a Tools(Ferramentas) -> Options(Op¢oes)
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6. Carregar em Advanced(Avancgado), seleccionar Encryption(Cifra) e carregar em View
Certificates(Ver Certificados)

Options

Main Tabs Content  Applications  Privacy  Security = Advanced

General | Network | Update | Encryption
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When a server requests my personal certificate:

) Select one automatically @ Ask me svery time
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7. Carregar em Your Vertificates(Os seus certicicados) deverdo aparecer os certificados do

Cartdo de Cidaddo
(@ Certificate Manager EIM

Your Certificates | People | Servers | Authorities I Others ‘

You have certificates from these organisations that identify you:

Certificate Name Serial Number Expires On B
4Cartio de Cidadio

Mome do utilizador do cartdo 36:9E:15:BC:T1:2C:E0:5C 21-05-2014

Nome do utilizador do cartdo  45:FA;74:58,7B92:45:16 21-05-2014

View... Backup... Backup All... Delete...




